BUILDING THE INFRASTRUCTURE TO ENABLE THE CHANGING FACE OF IT

JUNE 2015 \ VOL. 6 \ N0. 5

k

E D I T O R’ S D E S K

k

INFOGRAPHICS

Data Mine

What Could Go Wrong?
Plenty, I’m Sure

Pulse Check

k

IT CAREERS

k

Will ‘IT Generalists’
Edge Out Network
Engineers?

PORT IN THE STORM
Hurricanes, earthquakes, fires—any number
of disasters can knock out unified communications
systems. But where on-premises fails,
UC as a service shines.

k

T H E S U B N ET

It’s Not the
Network’s Fault,
and I Can Prove It

A D VA N C E D A N A LY T I C S

Mining for
Network Gold

k

N ET W O R K I N N O VAT I O N AWA R D

Gigamon
GigaVUE-HC2

CLOUD UC

DATA MINE

IT CAREERS

PULSE CHECK

ADVANCED ANALYTICS

GIGAMON

THE SUBNET

EDITOR’S DESK | JESSICA SCARPATI

What Could Go Wrong? Plenty, I’m Sure

Any number of
disasters can
take out your
communications
infrastructure.
This is not a drill.
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We had a new employee start a few months ago.
It was his first time working somewhere that didn’t
require him to be chained to a desktop computer, so
he had a few questions about the company-issued
laptop he had received earlier in the day.
“What do I do with this when I leave the office?”
he asked, referring to the laptop. “Should I leave it
here or take it home with me?”
“Well, I don’t think there’s an official company
policy, but most people take theirs home,” I responded. “You probably should too.”
For most people, the discussion would end here.
But because I’m me, it didn’t.
I felt compelled to go on. “I mean, I don’t think
anyone has ever had something stolen at the office,
but it’s definitely a possibility.” Then I was on a roll.
“Or you might need to work from home unexpectedly, or there could be a bad storm that prevents
you from getting to the office—or, who knows, the
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building could be shut down due to a power outage!”
Pausing to notice his facial expression, I mentally
pumped the brakes. Sure, I could suggest plenty
more disaster scenarios, but I realized it was time
to shut up before this poor guy started asking how
soon he could request a transfer to get away from a
neurotic co-worker. (I sometimes wonder if I went
into the wrong business and missed what’s apparently my true calling—disaster preparedness.)
Earthquakes, tornadoes, terrorist attacks, landslides, blizzards, wildfires, medical quarantines
and plane crashes—we all know at an intellectual
level that anyone is vulnerable to having their lives
(and jobs) uprooted by one of these crises occurring
nearby, but human nature leads many of us to believe these things only happen to other people.
Due to the nature of their jobs and the focus on
constant uptime, IT professionals tend to be more
cognizant of how a disaster can affect an enterprise.
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It doesn’t take an epic catastrophe to disrupt a business either. Ruptured water mains, electrical fires
and blackouts can all make productivity come to a
standstill.
Some enterprises prepare for this by hosting core
applications in a less vulnerable location—consider
the number of businesses in New York City that
moved their data centers to New Jersey after 9/11.
But if your telephony and unified communications
(UC) infrastructure is still located on premises during a disaster, that means users have lost access to
voice, collaboration, messaging and video conferencing services.
When users can’t communicate, they can’t work.
Call centers are paralyzed. Team members are isolated. Employees scramble to find each other’s personal cellphone numbers and email addresses.
As we explore in the cover story in this issue of
Network Evolution (“Wake-Up Call: When Disaster
Strikes, UCaaS Delivers”), there’s a solution to the
problem that doesn’t involve spending millions on
maintaining a hot site. Unified communications as
a service (UCaaS) has disaster recovery and business continuity plans essentially built into it. If it
becomes dangerous or impossible for users to come
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to the office, UCaaS enables them to regain access
to the UC tools they use every day as long as they’re
somewhere with Internet access.
Outside the realm of disaster, in this issue we
also look at career opportunities in networking and
whether it’s still possible to simply be a network
engineer (“Will ‘IT Generalists’ Edge Out Network
Engineers?”). We also dive into how network management and big data are coming together in the
field of advanced operations analytics (“Mining for
Network Gold”). Be sure to also check out this edition of “The Subnet,” in which one networking pro
shares how he’s finally convinced people to stop
blaming the network when applications slow down
(“It’s Not the Network’s Fault, and I Can Prove It”).
Finally, don’t miss a new feature we’ve launched:
“Network Innovation Award.” Each month, SearchNetworking editors select a new product or service
that addresses networking in an original way that’s
valuable to enterprises. Learn more about our latest
winner on page 26. n
Jessica Scarpati
Networking Media Group
Features and E-zine Editor
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Ω Many of us think disasters
Cloud UC

only happen to other people.

Wake-Up Call:
When Disaster
Strikes, UCaaS
Delivers

But no one is immune. And when

BY JESSICA SCARPATI
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on-premises UC and telephony
systems suffer an outage,
business grinds rapidly to a halt.

Like everyone else in New York, Nicholas
Giordano wanted to believe meteorologists were
overreacting as they tracked Hurricane Sandy up
the East Coast in late October 2012. Maybe it would
be just another one of those storms that were great
for TV ratings but fizzled out before doing any real
damage.
As it turned out, that hope couldn’t have been
further from reality. Hurricane Sandy pummeled
the New York metropolitan area for several days—
knocking out power, flooding streets and subway
stations and, in some cases, washing away entire waterfront neighborhoods. The devastation ultimately
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cost the state $32 billion and more than 50 lives.
Giordano, a tech support specialist at TheLadders.com, an online job search and recruiting service, knew his telephony infrastructure would never
be a match for a hurricane of Sandy’s magnitude.
Thanks to the aging infrastructure in lower Manhattan where the TheLadders is headquartered, even a
few rainy days were generally enough to submerge
the copper phone lines and wreak havoc on call
quality for several days.
And while the post-Sandy flooding caused its
own slew of problems, the bigger obstacle Giordano
faced at the office was the extended loss of electricity in the aftermath of the storm.
Although the company’s data
center was in New Jersey and
virtual private network (VPN)
connections into it remained
functional, its PBX was in the
downtown New York office.
of businesses plan to run some
of their unified communications
Without power, the telephony
applications in a public or
system was rendered inoperprivate cloud.
able. Productivity plummeted.
Source: “2015 UC Cloud and On-Premises Strategies and Vendor Leadership:
North American Enterprise Survey,” Infonetics Research, April 2015, N=162
“There were absolutely zero
phone calls coming in or out

58%
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of the office,” Giordano says. “We have a large customer service team, so they were unable to assist
customers for about a week. That was pretty painful
for us.”
Even though communications tools are a critical
component of most businesses—especially during a
crisis—experts say few enterprises realize how vulnerable their on-premises unified communications
(UC) infrastructure really is until a disaster like
Hurricane Sandy strikes.
One possible solution is to purchase, deploy and
maintain redundant PBXes and UC platforms at
another site. But the reality is that it’s far too expensive and complex an approach for many IT departments. Some enterprises are finding success with an
alternative: cloud-based UC services, also known as
UC as a service (UCaaS), which can become part of a
disaster recovery and business continuity plan at a
much lower barrier to entry.
When disaster strikes, UCaaS ensures employees aren’t shut out of their core communications
and collaboration tools. That’s because access to the
system doesn’t depend on users being in a certain
location, according to Zeus Kerravala, founder and
principal analyst of ZK Research, an independent
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consultancy in Westminster, Mass. Users can go
anywhere there’s an Internet connection and have
their full suite of tools available again.
“The beauty of a UCaaS service is it’s ubiquitously
available,” Kerravala says. “Even if your primary location goes down and you’ve got to work from home,
the UCaaS service works as if you’re in the office. It’s
one of the benefits to cloud—the business continuity
capabilities are built into it.”
But it’s not just headline-grabbing crises like hurricanes and earthquakes that enterprises need to
be prepared for, he adds. Anything from a chemical
spill to a building fire to a medical quarantine can
block employees’ access to on-premises communications tools. And no one is immune.
“There’s a number of different reasons why a
physical building may be unavailable, and it’s not
just [natural] disasters,” Kerravala says. “That’s the
sort of thing most people focus on, and I think it’s
very myopic.”
After seeing its operations paralyzed by Hurricane Sandy, TheLadders tossed its on-premises PBX
and subscribed to a UCaaS offering from ThinkingPhones, Giordano says. The service supports softphones, instant messaging, mobility and contact
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center features like call recording and reporting. In
the event of another outage, Giordano explains, call
center agents will be able to work remotely using
ThinkingPhones’ mobile app to log into their customer service queues via the Internet.
“It’s only a matter of time, I’m sure, before
something like that happens again,” he says. “It’s
a good feeling to know we have that backup and
redundancy.”

THE ROLE OF UCaaS IN DISASTERS

Although UCaaS may be a natural fit for disaster
recovery and business continuity, it is still somewhat of an off-label use for it. Most enterprises
investing in UCaaS today are doing so primarily because they want to shift UC from a capital expense
to an operating one. They’re looking for more flexibility in scaling their deployments up or down as
needed, according to Irwin Lazar, a vice president
and service director at Nemertes Research in
Mokena, Ill.
But while it may not be a big selling point, built-in
cloud UC benefits around disaster recovery and business continuity shouldn’t be overlooked.
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“I don’t believe I’ve ever talked to anybody where
the primary driver of UCaaS was business continuity … although I think it could be when you think of
how important communications continuity is for
companies,” Kerravala says.
“You should look at taking some
of the business continuity budget and allocating it toward
Will you be ready when
cloud services. It’s one of the big
disaster strikes?
benefits they provide. If you’re
How confident are you in your
not doing that, you’re proborganization’s disaster recovery plan
ably leaving some money on the
in the event of an emergency?
table.”
Trying to replicate those ben29% Highly
efits internally would require
a redundant PBX and redun53% Moderately
dant cluster of UC servers at a
backup location, in addition to
paying a carrier every month to
16% Not very
maintain a network connection
to that site, Lazar explains.
2% Not at all
“I don’t think companies
spend enough time thinking
Source: Data backup/DR buyers survey, TechTarget, April 2015, N=322
about the potential cost savings
from having to build their own
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resilient infrastructure versus leveraging someone
else’s,” he says. “By going to a cloud provider, all they
need is multiple connections out to the Internet.”
Using the same UCaaS tools for daily communications and disaster situations also means users and
IT departments won’t have to worry about familiarizing themselves or fumbling with a backup system
in the midst of a crisis.
“[The goal] is not ‘break glass in case of emergency.’ We should be using the same equipment day
in and day out,” says Jack Schnirman, the city manager of Long Beach, N.Y., which is testing Polycom
Inc.’s cloud-based collaboration and video conferencing service, RealPresence CloudAXIS. “If you
incorporate it into your daily operations, you know
it’ll work well in an emergency because you know it
works well on a daily basis.”
Long Beach, located on a barrier island off the
South Shore of Long Island, was also devastated
by Hurricane Sandy, which gutted the city’s iconic
boardwalk and ravaged its beachfront properties.
Residents and businesses remained without electricity or running water for several days. Cellular
service was intermittent.
“We ended up running our emergency operations

CLOUD UC

DATA MINE

IT CAREERS

PULSE CHECK

really without any communications capability,”
Schnirman says. “We lost the ability, to some extent,
to coordinate with our first responders.”
City officials now hope to construct a more resilient emergency operations center that would serve
as a satellite to a similar facility in nearby Bethpage,
N.Y. The two facilities would work closely with each
other during emergencies. If standard Internet connectivity drops off during a disaster, the facilities
would fall back on a satellite-based Internet service
to make sure the line of communication never gets
cut, Schnirman says.
For both municipalities to coordinate their
efforts, it will be vital to have the right mix of
collaboration tools, Schnirman says. Large conference calls can get chaotic, which is why the he believes video conferencing will help officials avoid
wasting time identifying speakers or clarifying
miscommunications.
“You need to be able to facilitate communication
among multiple people at the same time. If you have
a room full of people in Long Beach, you want them
to be able to speak to a room full of people in Bethpage or wherever else,” Schnirman says. “Video is
probably the most efficient way to do that.”
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UCaaS TO THE RESCUE

Most disasters don’t make national news, but that
doesn’t make them any less disruptive for enterprises affected by them.
Kevin Kelleher, CEO of Icon Voice Networks in
Coppell, Texas, found that out the hard way last July
when a water main feeding the company’s sprinkler
system burst—flooding its former office building in
Irving, Texas, with 150,000 gallons of water.
Facing massive amounts of structural damage,
the facility that once housed engineering labs, executive suites and an inventory warehouse was no
longer safe for employees to enter. Kelleher secured
a temporary office the day after the flood, but it was
only a fraction of the size of the company’s original
35,000-square-foot headquarters. With only 4,000
square feet available, half of Icon’s employees were
forced to work from home for the next six months.
Disrupting operations and communications for
that long could be devastating for any company. But
Icon Voice Networks, which bills itself as a distributor and platform integrator for networking and UC
equipment, had launched a UCaaS offering based on
Alcatel-Lucent’s OpenTouch Enterprise platform
just four months earlier. Employees were already

CLOUD UC

DATA MINE

IT CAREERS

PULSE CHECK

using the application internally and went back to
business as usual right after the flood, at least in
terms of their UC tools.
“Immediately, there was no loss of communication because in the UC app from Alcatel-Lucent, you
can [link one phone number to] multiple devices,”
Kelleher said. “You couldn’t ring my phone at the
office, but the reality is I’ve got my iPad no matter
where I am. Once I’m up and running, I can take that
call on my iPad or iPhone, no matter where I am.”
The flood also washed away access to the 100
Mbps Internet connection at the original facility
that connected on-site employees to the data center
in Dallas that hosts Icon’s UCaaS
platform. Setting up a new Internet or wide area network (WAN)
connection at the temporary of“You’ve got to be up and
fice could take weeks—way too
running as quickly as
long—so Kelleher and his team
deployed several of Alcatel-Lupossible, and fortunately
cent’s 4G LTE routers to keep the
we were able to do that.”
business running.
—Kevin Kelleher,
Drawing on Icon’s own exCEO, Icon Voice Networks
periences with disaster and the
tools it used to respond to it, the
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company released a so-called crash kit a few months
later, formally called its Rapid Deployment Hosted
Voice Service. It combines the services, equipment
and applications a customer would need to reestablish its communications post-disaster, including the
OpenTouch UC apps and 4G LTE routers, Kelleher
says.
“I’ve been in the industry for 30 years, and everybody talks about the term business continuity like
‘It’ll never happen to me.’ Well, when it happens
to you, let me tell you—and excuse my French—it
sucks,” he says. “You’ve got to be up and running as
quickly as possible, and fortunately we were able to
do that.”
Using a cloud-based approach to communications
has also helped Aquent, a Boston-based staffing
agency, mitigate the effects of an outage or disaster. ShoreTel Sky has become a valuable tool for the
agency’s customer-facing operations around the
United States and Canada, says Kelly Griffin, manager of the internal and external support team at
Aquent.
“It’s extremely important to us that our clients …
are able to reach us at any point,” she says.
When an ice and snowstorm hit southeastern
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Pennsylvania in February 2014 and caused a record
number of power outages in the region, Aquent’s clients were none the wiser. The agency has an office
in Conshohocken, Penn., that became unreachable
during the winter storm that left more than 600,000
homes and businesses around the state without
power. Logging into the ShoreTel Sky cloud-based
dashboard, the IT team was able to route those calls
on the fly to another office.
“The power was out in the majority of the Philadelphia area for, in some cases, upwards of a week,”
Griffin says. “We were able to carry on business as
usual without people even knowing.”
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Having access to the enterprise UC tools users
rely on every day is imperative for achieving true
business continuity, says ZK Research’s Kerravala.
Although there’s nothing preventing employees
from simply using their personal cell phones or a
free IM client like AOL Instant Messenger, it won’t
be seamless for customers, partners and co-workers
that have to keep track of the new contact information, he explains.
“You want the work style to be uninterrupted,”
Kerravala says. “Ideally, what you want is no matter
where you work, you have the same set of collaboration and communications tools.” n
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Data Mine
k What would make you swap vendors?
Which factors would most affect your decision to change networking vendors?
Respondents could select up to three answers.

LEAST INFLUENTIAL

MOST INFLUENTIAL
Ease of use

44%
Lower costs

43%
Better interoperability
with other tools

29%
Scalability

24%
End-to-end visibility

21%

Transitioning to the cloud
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percent

13%
Vendor reputation

12%
Recommendation from reseller

8%
SDN roadmap

7%

Source: “Analytics and Intelligence Survey 2014,” SANS Institute, October 2014, N=350

k Wave 2: Speed is everything
Which 802.11ac Wave 2 features will have the biggest
benefit to your business?
Respondents could select multiple answers.

Previous vendor acquired,
merged or bankrupt

5%

Source: “SearchNetworking 2015 Purchasing Intentions Survey,” TechTarget, April 2015, N=1878
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25

of IT pros
say that the lack
of visibility across
networks impedes
their ability to
detect and respond
to threats.

51%

34%

13%

Higher speeds

Multi-user MIMO

Beamforming

Source: Network infrastructure buyers survey, TechTarget, March 2015, N=128
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expanded from crimping cable

Will ‘IT
Generalists’
Edge Out
Network
Engineers?
BY CHUCK MOOZAKIS
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to managing traffic between
VMs. Can you still be a full-time
network engineer? Or is being
a generalist the key to survival?

Twenty years ago, Leon Adato knew he was a
network engineer because he understood the physical layer, had a handle on how far a single line could
run before attenuation and could configure a variety
of network interface cards across a spectrum of operating systems.
Oh, the good old days of 1995—when the World
Wide Web was just learning to crawl, when email
was a novelty and the 56 Kbps modem was still a
pipe dream.
Today, what it takes to be a network engineer
is not so clear. Whether it’s software-defined networking (SDN), DevOps or the integration of cloud
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computing, new technological forces are shaping
the role of today’s engineer like never before. As traditional technology silos continue to break down,
some IT departments are looking for so-called generalists who can comfortably move between the
worlds of networking, security, systems, storage and
software.
But that could be a strategic mistake.
Engineers and experts contend that the need for
specialized network engineering jobs isn’t going
away. Job roles and responsibilities will expand and
change, they say, but those skills must be anchored
by a fundamental understanding of what makes a
network function.
“Today’s networking professional stands on the cusp of a sea
change,” says Adato, who after
decades of engineering experience is now head geek and tech“Today’s networking
nical evangelist at networking
professional stands on
monitoring vendor SolarWinds.
the cusp of a sea change.”
“SDN, Internet of Things, cloud
—Leon Adato, head geek and
and hybrid cloud—and their astechnical evangelist, SolarWinds
sociated security needs—all
stand to impact the scale of
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networks and the volume of data they transmit in
ways unimaginable just a few years ago.”

ADJUSTING AND REACTING TO NEW TRENDS

While the core responsibilities of network engineering jobs—the ability to design, understand, implement, and maintain hardware and software—remain
vital, it’s the knack to adjust and adapt to new technologies and demands that have become equally important job attributes.
“If you ask me why I consider myself a networking professional today, it’s not because I can rack
and stack a core switch in under 20 minutes,” Adato
says. “I understand all of that, but I’m [also] mentally ready for what comes next.”
Tomorrow’s cadre of IT professionals will likely
find it’s still possible to embrace the notion of what
it is to be a network engineer—with caveats, of
course.
“We can go back and take a look at the ‘traditional’
network engineer of a decade or so. If it’s just Layer
2 switching and Layer 3 routing, that still has a lot
of complexity,” says Keith Barker, an instructor and
consultant at IT trainer CBT Nuggets LLC. “And [at]

CLOUD UC

DATA MINE

IT CAREERS

PULSE CHECK

huge companies like Google or AT&T, having a career as a full-time network engineer, in the classical
sense, is absolutely possible.”
But at most other enterprises in 2015, the definition of that traditional
engineer has changed
dramatically, Barker
says.
“I did a search on MonA link to learning
ster for a ‘network engiYou don’t need to drown in student-loan debt
to expand your skills. Check out some of these
neer,’ and what I found is
free massive online open courses (also known
that what companies are
as MOOCs):
looking for in a network
n Cloud Networking,
engineer is a mile and a
via the University of Illinois at
half long,” he says.
Urbana-Champaign
Tasks that once inn Introduction to Big Data via Apache Spark,
cluded such prosaic
via the University of California, Berkeley
functions as provisionn Cyber Security and Its Ten Domains,
ing a frame relay link
via Kennesaw State University
or crimping cable have
n Programming for Everybody (Python),
expanded to encomvia the University of Michigan
pass responsibilities
n Software-Defined Networking,
like integrating virtual
via Princeton University
environments, plotting
SD-WAN links and—in
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some cases—writing code. As Barker sees it, “Even if
a network engineer isn’t a typical operating systems
specialist or Windows administrator, they are still
going to be heavily involved and need to know how
protocols work. Being a network engineer means being aware of the systems, the operating systems, the
servers and devices that are part of the network.”
That knowledge will remain crucial. There isn’t
a single organization that can afford to have its network infrastructure fail. And as even more devices
become Internet-enabled, network performance
and uptime will depend on those engineers who
have a deep understanding of the devices and components that make their networks tick.

MIGRATION FROM HARDWARE
TO VIRTUAL ADDS PRESSURE

But what happens when many of those network
components are virtualized, and what used to require cables, wires and metal frames now consist
entirely of software? As commoditization gains
traction in the data center, network engineering
tasks that were once distinctive become nothing
more than a chore that’s duplicated again and again
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through automation.
“The job used to be complicated enough that [the
tasks] wouldn’t be repeatable,” Adato says. “Now
you have a master image of your server build and
just pop them out. Why do you need a server guy for
that? I can go to Amazon Web Services, click a couple of boxes, go get a cup of coffee and when I come
back I have an Exchange Server.”
Nemertes Research CEO and senior founding
partner Johna Till Johnson says it’s exactly that
type of technological innovation that is reshaping
network engineering.
“There will always be a role for people who
understand protocols at the bits-and-bytes level
and the performance level,
and who can troubleshoot
problems,” she explains. “But
as the infrastructure itself
“There will always be a need
becomes virtual, you no longer
for people who understand the
need to understand how to
nuts and bolts of the protocols
configure a particular box.
and how they interact together.”
But you do need to know what
network to build on the fly to
—Nick Buraglio,
network architect
support a particular business
function.”
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Network architect Nick Buraglio isn’t equivocal
when he discusses the future of tomorrow’s network
engineering jobs. While he acknowledges the implications of evolving technologies like SDN and networks functions virtualization, those trends don’t
obviate the need for IT staffers whose primary focus
is network engineering.
“I like to use the analogy that cars have gotten
much more complicated, but it still doesn’t change
the fact that, at their most basic level, they are still
internal combustion engines,” he says. “Regardless
of how many electronics you throw on top of them,
if you don’t have somebody who understands internal combustion engines, eventually they will break
down and people will no longer be able to use them.”
The same is true of networking, Buraglio explains.
“There will always be a need for people who really
understand the nuts and bolts of the protocols and
how they interact together,” he says. “You can click a
button all day long, right? But if the programming in
the back end of that button is incorrect, somebody is
going to have to understand how to fix that. It might
be a developer, but it may also need to be someone
who is savvy and understands the inner workings of
that network equipment.”
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DEMAND FOR BASIC SKILLS REMAINS STRONG

That doesn’t mean that enterprises need to employ
engineers capable of understanding everything
about everything. But Buraglio and others argue
that the demand for network engineers—not IT generalists—remains, even as software-centric topologies and technologies take root.
“Say you have a big SDN implementation and
something breaks down. You may have your firstlevel guys and all they know how to do is look at the
controller,” Buraglio says. “Someone is going to ask,
‘Well, the controller isn’t displaying what we expect,
so how do we find out why?’
“Protocol interfaces may change, but that underlying, fundamental knowledge of networking—while it
may diminish over the next decade—will never completely go away as long as we have networks,” he adds.
Adato agrees that even as IT departments embrace more cross-discipline roles, networking
job skills aren’t going away. If anything, he says,
networking will require more focus and more
commitment.
“You may want to be a virtual guy, or a storage guy,
or you may want to be a DevOps guy,” he says. “It
doesn’t matter; you’re going to have to understand
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networking. It’s not that you are going to be minoring in networking; it’s going to be a double-major.”
Peter Morrissey, director of networking at Syracuse University (SU), uses his networking background—he started in the business in the early
1990s after deciding he didn’t want to be a social
worker—to determine what kinds of engineers to
hire to support the school’s sprawling network.
“For a senior position, I’m really looking for
someone with good, solid network engineering
skills, but I will say that I am beginning to pay more
attention to the programming background,” he says.
That’s a skill Morrissey believes will be more necessary if or when SU decides to adopt SDN.
“I’m aware of the potentially growing need for
that skill, but I wouldn’t say it’s a requirement by
any means at this point,” he says.

UNDERSTANDING THE UNDERPINNINGS
OF NETWORK DESIGN

But even as SU’s network architecture shifts, “there
will be lots of little pieces that need to be replaced,
added in and upgraded, so network engineer skills
will be needed,” Morrissey says. “Even if SDN

CLOUD UC

IT CAREERS

DATA MINE

PULSE CHECK

becomes more prominent, you’re still going to need
people who understand the underlying network design principles.”
That demand will remain as long as legacy networking equipment continues to anchor organizations’ computing infrastructures, according to
Amy Larsen DeCarlo, a principal analyst at Current
Analysis.

Skills that boost salaries
How much could you bump up your pay? Here are the average salary increases
associated with the following skills for networking and telecommunications jobs:

+9%

+9%

10

+5%

8

+5%

6
4
2
%0

Cisco network
administration

Linux/Unix
administration

VoIP
administration

Source: “2015 Salary Guide: For Technology Professionals,” Robert Half Technology
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“Companies still have a lot of equipment they’ve
invested in, and they are going to need somebody
who is able to manage and work with that equipment
rather than having to train someone,” she says.
Finding those people may be easier said than
done. The SDN-fueled transformation of networking comes at the same time when a new generation
of engineers is just entering the workforce—men
and women who may be more interested in finding the next big iPhone app than understanding
how to troubleshoot a balky router, says Nemertes’
Johnson.
It’s not just about ports and protocols, however.
Some aspiring network engineers aren’t coming
into the workforce with the soft skills either, Johnson contends.
“I think it’s going to be a challenge for Millennials because what we need in technology is technical
skills, analytical abilities and people-facing skills,
and the Millennial generation isn’t producing those
kinds of folks,” Johnson says.
Barker at CBT Nuggets offers a different perspective. He says that younger engineers will be as
naturally able to handle evolving networking technologies like network functions virtualization and
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load balancing, just as earlier generations learned
about routing tables and switch configurations. But this implies a generalist approach
to networking and IT, one that’s “an inch deep and
a mile wide,” Barker says. It’s a model that poses
other challenges—for both the engineer and his
or her employer.
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“[Employees] will be hurting as far as making
themselves stand out as a super valuable asset for
their company,” Barker says. “They will be expected
to understand network fundamentals, but they also
should be able to identify the five or 10 key areas
companies will need to fill and make sure they are
ready for that.” n
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Pulse Check
k What is your primary form of

k All in a day’s network

WAN connectivity?

3+10+232714

How long do you retain copies of network log data?

3%

No retention

MPLS

10%

23%

27%

3%

23%

ATM/frame
relay

23%

Internet
access

3%

1-4
weeks

14%

6-12
months

27%

1-6
months

Satellite

13%

7%

Carrier
Ethernet

3G/4G
wireless

10%
DSL

12%

Cable

Source: “SearchNetworking 2015 Purchasing Intentions Survey,”
TechTarget, April 2015, N=732
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Source: “Log Analytics for Network Operations Management,” Enterprise Management Associates, December 2014, N=192

29%

of businesses in the United States and
Canada plan to evaluate or implement
software-defined networking in their
campus LANs by the end of 2017.

Source: “Data Center SDN Strategies: North American Enterprise Survey,” Infonetics Research, February 2015, N=153
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that integrate with big data

Mining for
Network Gold

BY STEVE ZURIER
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analytics give IT departments
the ability to set themselves
up as profit centers.
It didn’t take long for Todd Williams to see
the benefits of using advanced operations analytics
tools.
Williams is a service-level engineer at MEDHOST
Direct, a software as a service provider that caters
to the healthcare industry. He deployed ExtraHop’s
EH1000 and EH1000v along with the ExtraHop
Central Manager to gain greater visibility into his
networking equipment and extensive repository of
virtual servers. The company uses the ExtraHop appliances to manage applications for about 50 hospitals hosted in its data center across 800 virtual
servers.
Within 15 minutes of connecting the ExtraHop
device to the MEDHOST Direct infrastructure,
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Williams says the IT staff had insights into application delivery. The team was then able to do a deepdive analysis of the network.
A few hours later, Williams
says they were finding DNS errors they didn’t know they had
across the network. The system
Providing insight across
reported that roughly 18% of all
the business
DNS requests were failing.
Average number of job roles
It’s this type of visibility that
supported by advanced
companies seek in deploying
operations analytics platforms:
advanced operations analytics
(AOA).
Domain-specific roles
Enterprise Management Associates (EMA) defines advanced
operations analytics as a disciCross-domain roles
pline in which the IT department
uses big data analytics for a
variety of purposes. Those inNon-IT roles
clude optimizing service performance, minimizing security
Overall roles
issues, managing change and
optimizing capacity across interSource: “The Many Faces of Advanced Operations Analytics,” Enterprise Management Associates, September 2014, N=176 respondents
nal IT and the extended enterfully or actively deploying advanced operations analytics
prise. It also applies to governing

4
4
2
9
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IT more effectively in support of the business it
serves.
Vendors like ExtraHop and Corvil integrate with
big data sources such as Elasticsearch, Hadoop,
MongoDB and Splunk so IT departments can offer
up actionable reports. Instead of dumping entire
network logs into these big data sources, ExtraHop’s
and Corvil’s tools send customized streams of network data. This helps the big data tools deliver more
targeted information.
When MEDHOST Direct got the initial reports
from ExtraHop, Williams and his team weren’t
sure if all the DNS errors were affecting network
performance, so they used ExtraHop to conduct a
root cause analysis. They then found that nurses in
the emergency rooms were experiencing slow response times on order-entry processes for clinical
applications.
“We saw that we had errors, and once DNS was
fixed, we reduced memory utilization on our application servers running Apache Tomcat and saw
an overall improvement in response times across
all our clinical apps,” he says. “This allowed us to be
more proactive in solving problems with degraded
performance.”
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THE NEXT STEP

While organizations are looking for improved operations from advanced operations analytics, that’s
only one part of a much bigger picture, says Shamus
McGillicuddy, a senior analyst at EMA.

More visibility than ever
ADVANCED operations analytics can offer powerful business-wide benefits,
but Todd Williams, a service level engineer at MEDHOST Direct, points out
that the superior degree of network visibility that these analytics tools
provide is also invaluable.
For example, Williams says his company works with a hospital that paid
a contractor to migrate servers from the hospital to its new data center.
Upon doing an analysis with ExtraHop, Williams says MEDHOST Direct
found that there were still seven servers running in the old data center that
the hospital was paying maintenance and licensing costs on.
“The hospital had just assumed that the contractor took care of the
servers, but our report found that the seven servers were never decommissioned,” he says. “We wound up saving the hospital several thousand
dollars.” n

22

N E T W O R K E V O L U T I O N, J U N E 2 0 1 5

ADVANCED ANALYTICS

GIGAMON

THE SUBNET

“Sure, companies want the visibility into the network and virtual systems, but what they’re really
looking for is to use analytics to help the IT department bring more value to the business,” McGillicuddy says.
In MEDHOST Direct’s case, Williams says the
company now uses ExtraHop and big data analytics
to watch medical issues such as hay fever propagate
across the country or flu spread from region to region in the winter.
Williams says MEDHOST Direct uses the HL7
module on the ExtraHop device to feed patient information into big data sources such as Sumo Logic,
Elasticsearch and MongoDB. HL7 is the accepted
protocol for the transmission of electronic medical
data. This type of information, coupled with data
analytics, can give hospitals a competitive edge on
how to properly staff and manage their resources
during peak seasons.
These analytics reports have become very valuable
to hospitals because the federal Centers for Medicare and Medicaid require that hospitals document
their activity levels to obtain acceptable use certifications. Compliance with these certifications lets
hospitals become eligible to receive federal grants.
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By using the ExtraHop tool, Williams says MEDHOST Direct can show health informatics professionals the information they need to efficiently
configure clinical orders and workflows.
“What started as a back-end IT tool is helping
turn the IT department into a profit center for the
company,” he explains.

BIG APPLE, BIG DATA

Sonny Baillargeon, chief technology officer at Pico
Quantitative Trading LLC in New York City, deployed seven of Corvil’s 6450 appliances with the
Corvil Latency Management Center at six of the
company’s major data centers. He had a similar experience with AOA in terms of how quickly it generated strategic business value.
“At first, we were looking at network and systems
visibility, but IT teams can opt for a less expensive
network management tool if that’s all they want,” he
says. “After we developed enough of a database, we
then got into analytics that our salespeople can use
as sales tools.”
Pico, an infrastructure as a service provider, specializes in delivering back-end IT services to many
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large Wall Street brokerage firms and other financial
institutions. Pico provides a range of cloud services
to its clients, from the ability to provision a couple
of virtual servers to packages that offer a full complement of servers, storage and analytics databases
running over Hadoop.
Baillargeon says the Corvil tools enable Pico to offer expertise in three defined areas: data quality, order flow metrics and execution analytics.
In terms of data quality, he says Corvil captures
data far more efficiently than most other network
analytics products. It provides high-rate capture to
disk with accurate hardware timestamping.
“The quality of data capture makes all the difference in the fast-paced trading environment,” Baillargeon explains, adding that poor data capture can
affect historical back-testing or trade correlation
by potentially skewing results that could amount to
millions of dollars.
On order flow metrics, Baillargeon says Corvil
verifies the speed and reliability of the brokerage’s
order-processing system. Pico delivers reports that
let brokerages determine if the speed at which an
order was processed could have led to more effective
trading decisions.
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For execution analytics, Corvil also delivers
what’s known in financial services as inter-party
latency. This is the ability for financial market participants such as traders and service providers to see
microsecond-based performance data on all trades,
regardless of which network it runs over.
“It’s been assumed that if a
brokerage sends an order to
10 brokers that it should yield
similar results, but we’ve found
that it doesn’t,” he says.
With inter-party latency, all
of IT pros say their organisides can see what may have
zations plan to invest in network
performance management tools
caused an issue, eliminating
within the next 12 months.
costly investigations. For exSource: “SearchNetworking 2015 Purchasing
ample, if an order was slowed
Intentions Survey,” TechTarget, April 2015, N=737
down, a broker would be able

27%
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to see instances where the performance degradation was caused by the exchange and not the service
provider.
“We like to call Corvil business intelligence
out of the box,” Baillargeon says. “It allows us
to offer targeted financial services industry
intelligence to our customers, differentiating
us from an Amazon Web Services or Microsoft
Azure.”
Implementing an advanced data analytics program can take 18 to 24 months. It simply takes time
to build up databases so AOA tools can integrate
well with big data analytics. And whether it’s for visibility into the network or more extensive data analysis, advanced operations analytics has the potential
to transform the IT department from a cost center
into a profit center. n
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Network Innovation Award
Gigamon GigaVUE-HC2
k W H AT I T I S

A modular, multipurpose network visibility appliance.
It works with other GigaVUE H Series devices in a fabric;
several HC2s can be managed as a cluster.

k W H AT I T D O E S

Performs inline bypass, internal taps and complex forwarding.
Optional modules may be licensed for SSL decryption, adaptive
packet filtering, NetFlow generation and more.

k S P E E D S A N D F E E D S

Four front-facing bays for hot-swappable modules;
24 x 1 Gbps/10 Gbps ports; 6 x 40 Gbps ports; two-rack unit;
list price: starts at $48,000.

k W H Y W E L I K E I T

Need more visibility into a network fabric? A clearer view of
threats? Both? Modules make the HC2 customizable to deliver
functions you actually want. Plus, it can examine selective
traffic inline, which boosts security without sacrificing speed.

To learn more about the GigaVUE-HC2, read the whole story at SearchNetworking.
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THE SUBNET | Q&A | JESSICA SCARPATI

It’s Not the Network’s Fault, and I Can Prove It

n
n

Michael J. Kerkau
N
 etwork Infrastructure
Manager,
North America

n

ABB Ltd.

n

Raleigh, N.C.

In this edition of “The Subnet,” we catch up
with Michael J. Kerkau, the network infrastructure manager for North America at ABB Ltd., an
engineering, manufacturing and robotics company
headquartered in Switzerland.
Kerkau runs network operations for the company’s 30,000 users in the United States and Canada.
And when they complain an application is lagging
because the network is slow, it’s up to Kerkau to
identify the real culprit.
What are you working on these days?
ABB is going through a state of constant expansion.
We’re very aggressive in acquiring businesses that
can help the overall delivery of products and services to our customers around the world. As part of
that growth, we’re faced with integrating diverse
networks into the ABB corporate network. In a lot of
cases, that’s not a full integration; it’s a matter of just
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making these different networks work together so
users in each environment can reach the resources
they require.
I also find we’re using a lot of time to help with application performance management, working with
Riverbed’s SteelCentral platform. It used to be, with
older technologies, that a user would point at their
own machine or they would point at the server and
say, ‘There must be a problem on the server.’ Nowadays the knee-jerk reaction to any issues where performance is less than optimal, or less than the user
expects, is typically to say there’s a network problem. As a result, I get the call on most any application performance problem. So a lot of my time now
is spent figuring out just exactly what part of the application performance is not working up to snuff.
In today’s world, we’ve got much more robust
network connections than we did back when people were still using dial-up. It used to be a proper
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diagnosis oftentimes to say that it was the network
because there were so many different variables tied
into it. Nowadays it is less often the network and
more often something else that’s getting in the way
of the performance, such as limitations on the servers or even limitations in the applications.
What do you mean by limitations
in the applications?
There are a lot of cases where we have to reinvent
the wheel to make our products work with an environment that has technology involved. As a result,
we’ve got a lot of homegrown applications, and some
of them have pretty good age on them. We build
power distribution units and power transformers
that are put into a neighborhood, shopping center
or hospital, and they’re expected to run for the
next quarter-century to a half-century essentially
untouched.
We need to maintain some of the applications
[supporting these devices] that are long since outdated, and they might run better on a newer applications platform, but transitioning a device that
was created 15 years ago to new technology today
is a daunting undertaking. As a result, we maintain
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these applications that weren’t necessarily designed
to run on the infrastructure we have now.
For instance, some of our applications, we’ve
learned, had delays designed into their procedures to
compensate for the fact that there might be a delay at
the server. The [original] servers weren’t fast enough
to return the right data that’s necessary for the next
step in the program. And now when people are expecting point-and-click and the new page arrives,
these applications aren’t doing that. So, again, it’s initially diagnosed as a network problem, and then the
more we dig into it, we realize it’s a matter of making
these old applications work in the new environment.
Do you have a background in software or any
skills that help you diagnose these issues?
No, I’m not at all trained in applications. My actual
professional expertise is in support of client systems
more than anything else. Matter of fact, the network role that I fill now was supposed to be a threemonth, just-kind-of-man-the-store thing until they
replaced the role with someone who was trained in
networks. I’m not even trained in networks, so I’ve
just picked things up along the way—mostly with
troubleshooting.
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Wow. So how long have you been in this role?
I’m starting my third year.
So much for the “man the store.”
Yes, exactly. I turned into the de facto network guy,
but I definitely lean on the other resources. I am the
network management team for North America. My
team is basically augmented as necessary, depending on whatever the contingency is that we face, but
it’s essentially me. I’m the Bat Phone guy, I guess
you would say, for networks.
Can you talk more about the
Riverbed products you’re using?
My company started working with what’s now Riverbed Professional Management Services when they
were OPNET, before they were acquired by Riverbed. We initially brought them in because we were
moving a data center from Windsor, Conn., to the
Raleigh, N.C., IBM data centers. We needed to know
during the transition what the performance of these
applications was in the new structure and how it differed from their original performance in the Windsor data center. Once we got the transition done, we
used OPNET to create a response service basically
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for when [performance] issues come up.
We also use Riverbed’s SteelCentral Transaction Analyzer to put an agent on a client [if a user]
is complaining about performance, and that agent
can actually track the transactions of an application
from the point that the client enters data and clicks
send through the network to the server.
We are also trying to implement some dashboards, which we really haven’t been successful with
yet. It also hasn’t been our primary focus because
we’re consistently working on these applications
performance issues. But the value for us would be
the ability to, in a small set of screens using a Web
interface, identify whether or not the applications
are performing as they had been historically.
Why has that been difficult to set up?
It’s primarily a matter of setting priorities. We just
haven’t been able to focus hard enough, long enough
to get it up and running. But part of it is also technical. For instance, one of the limitations we ran into
in getting the dashboard to give us accurate feedback is … because in North America we have about
900 subnets. And the way that the dashboard application works, apparently, that’s a lot of data to churn
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through on a regular basis in order to present data
that’s meaningful.
Your company does a lot of heavy-duty engineering
work. What does that mean for the network?
We’ve got over a 100 sites in the U.S. and Canada
alone. They share engineering data on a constant
basis, and 3-D CAD has actually been a real challenge
for us. For instance, if someone from one of our
parts providers makes a change to their component,
that might have ramifications—not just physical
changes that would [require us] to redesign some
components to fit around them, but it might also
change voltage or something else of a very discrete
nature.
The component manufacturer would go into a
3-D CAD drawing and make their changes. What
would typically happen is that then the teams in
charge of those components would be alerted to the
change. Then they would have to go into the same
3-D design and make their changes, and it could be
a snowball effect that touches another set of components and they need to change. All of this is tied
into these enormous, multiple-gigabyte-sized 3-D
drawings.
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So it’s not just the challenge of getting a large 3-D
drawing passed all around North America, but it’s
also a matter of having these multiple people working on these different components and sometimes
simultaneously. And that’s a challenge frankly we
don’t quite have our head around.
Here’s one thing we always ask:
How did you wind up in IT?
I started in the United States Marine Corps. I was
trained in special intelligence—not at all technical.
Actually, my primary job was Morse code collection
and intelligence analysis. I spent about seven years
in that field for the Marine Corps, and after active
duty went into the reserves. This would have been
around ’98 or ’99, and they didn’t have a requirement for special intelligence and asked if I would be
willing to retrain. I was, and there was a demand at
the time for IT professionals.
I was retrained, and then Y2K came up. At the
time, I was a sergeant in the Marines—the equivalent of a middle manager—and I was brought into
the role of help desk manager. I was in charge of
the transition for Y2K for one of the major commands in North America. I was later hired as a
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temporary employee at ABB in 2000 as a help
desk technician.
Because of my computer knowledge as well as my
intelligence background, I started working with internal investigations to support their efforts from
a computer standpoint, which was a component
to investigations that they never really had before
and never attempted. While I was working with
the investigators at ABB, I explained to them that
I could be a lot more effective if we had a computer
forensics discipline in the company. I helped to set
the groundwork, and we created a special investigations computer forensics unit. It was the first one
ABB ever had, and I came back to ABB to man that
office.
That office still continues, and it’s expanded quite
a bit. But then I was brought back into the North
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American IS management team as a projects manager, as an incident response manager and as a division service manager. And then, as I mentioned,
we had a vacancy in network management, so they
brought me in just to fill the void for a couple of
months, and it’s turned into my primary role.
Final question. The category is music.
What is the last concert you went to?
It was a band from St. Johns, Newfoundland and
Labrador, named Great Big Sea. They’re kind of a
rock and Celtic band. There are several bands doing that now, but they were probably the big show
in town back then. It’s been a few years, actually. I
don’t tend to get to a lot of concerts, but they were
awesome. The band has since disbanded, but it was
fantastic music. It was a heck of a show. n
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